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facilities across the United States that have partnered with 
PalAmerican. Prior to joining PalAmerican Security, Roy was the 
Regional Director of Security & Emergency Management for Baptist 
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• 23+ years of healthcare security, safety, emergency management, 
and municipal law enforcement experience

• Bachelor of Science in Education from Western Kentucky University, 
a Master’s in Business Administration from Columbia Southern 
University, and is a Certified Healthcare Protection Administrator 
(CHPA).

http://www.iahss.org/


Greetings from the Board of Directors

IAHSS is the only 
organization solely 

dedicated to professionals 
involved in managing and 

directing security and 
safety programs in 
healthcare facilities



Collaboration to influence….



Workplace Violence

“The way to prevent and 
mitigate loss of life and injury 
is through individual training.”



It is the other 
persons perception 
that counts…



What keeps us up at night?



As it should…



As it should…



As it should…



The Costs of WPV

“Overall, we estimated that proactive and reactive 
violence response efforts cost U.S. hospitals and health 
systems approximately $2.7B in 2016.”

• $280M related to  preparedness and prevention to  
address community violence, 

• $852M in unreimbursed medical care for victims

• $1.1B in Security and training costs to prevent violence 
within hospitals

• $429M in medical care, staffing, indemnity, and other 
costs as a result of violence against hospital employees.



Best Practices
• Train how to respond and require annual refresher

• Crisis intervention training to help recognize 
warning signs of potential violence

• Look at the workplace with a critical eye
• lighting, escape routes, quickly requesting assistance





The Joint Commission
*Multiple standards related to EM, EC, & LS

EC.01.01.01; 04.01.01; 04.01.03; 04.01.05. etc. identifies safety and 
security risks in the physical environment” 

LD.03.01.01*

• Leaders create and maintain a culture of safety and quality using valid 
and reliable tools.

• Develop a code of conduct that defines acceptable behavior & 
behaviors that undermine a culture of safety.

• Create and implement a process for managing those behaviors. 

*BIG way to get the attention of the C-Suite



Others relating to WPV
PC.01.02.13 “Provision of Care, Treatment, and Services” (PC) chapter, 
which requires that patients receiving treatment for emotional or 
behavioral disorders receive an assessment that includes “maladaptive 
or other behaviors that create a risk to patients or others.”

RI.01.06.03, which requires that the patient has the right to be free 
from neglect, exploitation, and verbal, mental, physical and sexual 
abuse.

For identified risks, EM.01.01.01 EP3, elevate your response through 
EM planning/prioritizing risk

EM.01.01.01 EP7, coordinate with community Incident Command

EM.02.02.05 EPs 1-10,ensuring security & safety precautions



What about surveyors
Life Safety Code and clinical surveyors discuss WPV and other security-
related issues during the building tour, tracer activity and EC/EM 
sessions.

EC.01.01.01 EP 4, the organization is responsible for the security of 
everyone who enters the hospital.

EC.02.01.01 EP 8, the hospital is required to control access to and from 
security sensitive areas and identify mitigating factors that have been 
implemented.



Have you…
• Conducted a Risk Assessment for WPV?  If so, can staff speak to it?

• ENA WPV Toolkit; ECRI; OSHA 3148 Guidelines for Preventing WPV for 
Healthcare & Social Services Workers

• Implemented an Active Shooter response plan, and tested with local 
law enforcement?

• Have regular meetings with local law enforcement?

• Implement training/orientation for law enforcement, especially 
regarding forensic patients in your facility?

• Discuss bullying??  Improving Patient and Worker Safety:  
Opportunities for Synergy, Collaboration, and Innovation, TJC, 2012



OSHA – Preventing WPV

1. Management Commitment & Employee Involvement

2. Detailed Worksite Analysis

3. Hazard Prevention & Control

4. Safety & Health Training

5. Recordkeeping & Program Evaluation



Management Commitment/Employee Involvement

A “Disruptive Behavior, Harassment, and Workplace 
Violence” policy 

• Annually Reviewed & Updated?

• Includes “Zero Tolerance” language?
–“committed to the creation of a culture and environment where 

employees may undertake their duties without fear of abuse or 
violence”



Management Commitment/Employee Involvement

How about Survey 
Monkey?

–Gauge current staff 
perception 

–Form training & education 
plan

–Repeat after 6 
months/year

WPV Staff Assessment survey
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Management Commitment/Employee Involvement

• Culture of Patient & Employee Safety

• WPV

• Supporting our TEAMs

Safety & WPV Leadership Monthly meetings



Management Commitment/Employee Involvement

• Chain of Command 
• Do all staff know this?

• Escalation of Communication
• When do staff and to whom?

• Review Allegations of Abuse
• Empower staff to speak up – Just Culture

• WPV 
• What are the updates?  Can staff speak to them?

Create Mandatory Staff Safety Meetings



Detailed Worksite Analysis

• Administrative

• Records Review

• Physical Walk-through

• Security Officers

• Relationship with LEO

• Emergency Department

• Parking Lots

• Behavioral Health/CMU

• Nursery/L&D/Mother Baby

• Domestic Abuse, Stalkers, & Violent 
Healthcare Workers

• Hiring, Disciplining, Termination of 
Employees

• Training

• Post-Violent Incident Procedures

ECRI WPV Assessment Checklist



Detailed Worksite Analysis

• Multidisciplinary group; meets monthly & “as needed”

• Based on Staff feedback
• Expanded to include front-line staff

• Representatives from the departments that have had events to obtain 
additional concerns & suggestions

• Review Incident Reports

• Includes reports to members of the Team

Threat Assessment Team



Detailed Worksite Analysis
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Detailed Worksite Analysis
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Detailed Worksite Analysis
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Detailed Worksite Analysis

• “KPSF” x5773

• For reporting non-emergent concerns

• Anonymous, if preferred

• Available for immediate review and escalation, if needed

• Discussed during monthly TAT meeting

• KeeP SaFe hotline (x5773)



Hazard Prevention & Control

• Communications
• Remember Chain of Command discussions?

• External Door Access

• Policies & Procedures to Review

• Current Action Steps & Next Steps

Opportunity Assessment:  Threat of Violence on Campus



Are we 
changing 
staff 
perception?



Hazard Prevention & Control



Safety & Health Training



Safety & Health Training

313 Incidents to date

347 killed

1,282 injured to date



Safety & Health Training

• NORA – (Need Officers Right 
Away)

• Code word/simple phrase to 
summon assistance right 
away

• If it is used, this means “I 
need help!” and to contact 
Security immediately

“Would you get NORA 
for me, please??”

“Would you ask NORA 
to stop by (location) 
and see me??”



Recordkeeping & Program Evaluation

• Encourage Employee reporting 
• “Reporting is Supporting”

• Training records 

• Workplace Walkthrough – Safe Rooms, etc.

• Risk Assessments – documented/ongoing

• Documentation of mitigation measures

• Regular review of Incident Reports –
tracking/trending



Recordkeeping & Program Evaluation

• Employee surveys – effectiveness of control 
measures instituted

• Post-incident Debriefing & ongoing Support

• Quality of ongoing support provided

• Collaboration with Law Enforcement, SME’s, etc.



Again, things 
are not always 
as they 
appear…



Who are we collaborating with?

Mental Health
Risk 

Management

Clinicians

Leadership

Workplace Violence Assessment & Response Team

II

Human 
Resources

WPV Threat Assessment Team

Security & 
Internal 
Responders

External 
Responders



Who are we collaborating with?

Law Enforcement
• Develop relationships

• Assessing Risk from different perspectives

• Planning for physical and operational environment 
that supports mitigation

• Working, training, improving together



Why are we collaborating?

Law Enforcement
• Support with behavioral and prisoner patients

• Disruptive patients, visitors or staff

• Crimes in progress

• Investigations and intelligence sharing

• Educational and training programs

• Large scale events and disasters including drills and exercises.

• Dignitary and VIP visits

• Proactive crime prevention efforts

• Request for release of HCF-defined sensitive information. 



Identifying your risks and who 
you rely on for response to those 
risks – could be internal 
resources and/or external 
(police, fire, corrections, 
emergency medical services, 
etc.)

Applying the same approach internally



Developing a training program that 
addresses those risks and includes 
the identified responders. Training 
could involve in-person, on-line, 
hands on, SOP based, exercises, etc., 
and should be focused on responses 
specific to the health care 
environment.

Applying the same approach internally



Define your expectations and 
understand those of the 
external responder. Knowing 
where each other are coming 
from makes future steps more 
manageable. 

Applying the same approach internally



Determine how you can 
support each other, such as 
teaching responders about 
infectious diseases and asking 
them about awareness 
trainings. 

Applying the same approach internally



Collaborate whenever the 
opportunity presents itself, 
with the exercises or 
training programs, for 
example.

Applying the same approach internally



Recognize the relationship 
and keep it active. 

Applying the same approach internally



Applying this presentation at your facility

Summary - Your Programs and Practices

• Do you perform an HVA? Risk Mitigation in design?

• Do you address lock-down, safe-room, alternate access / 
egress when renovating or building?

• Do you do risk assessments regularly?

• Do you use multidisciplinary teams – internal and external 
members?

• Do you educate through trainings, drills, exercises and 
corrective actions?

• Are you ready to evacuate, shelter in place or lockdown?

• Have you planned for recovery                                                    
and counseling?



Thank You!


